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1. Risk management philosophy

The analytical approach developed to evaluate igskot recognized universally. In effect, it re@srthose
concerned with the risk to address the behavith@tource of risk in all aspects of its operatibinis approach,
in more or less quantitative ways, is often useslufgport “performance based” approaches to riskageament.
The more traditional approaches to the managenfeiglkowork by relying on implicit control of risKt is this

“prescriptive” method which is based on rigorouspplied and maintained standards of design andatpar It

is often difficult for proponents of this approatthdeal explicitly with an analysis of risk. Theggae that, if
everything required by agreed standards and régntagppropriate for the risk generating procesiise, then
the risk is controlled.

The inherent integrity of plant is ensured by maiming a system of engineering standards that takesunt of
lessons learned by experience. The integrity oftplehich has been in operation for some time isugsb
through rigorous in-service inspection regimesn&sads of operation are ensured through high stdedaf
general training and motivation of the work force.

2. The Seveso Directive

The Seveso Directive has been translated into matidegislation by EU Member States. A common
requirement, as specified in the directive, isgheparation by the responsible party of safety mspo

These reports must contain information that denmatest to the competent authority that the techmiezdns are
in place for the safe operation of the installatetnall times. The authority must examine the infation
provided.

The system set up by authorities to ensure th#éliasons are adequately safe varies from coutatrgountry.
This is evident from the criteria for safety apgli@hese are reflected in the content - and voluofehe safety
reports.

Examples of the regulatory systems adopted in eeummf Member States of the EU, including thoseedam
the implementation of the Seveso Directive, havent@aced in an order that is based on increasiignce on
analytical approaches to risk assessment and noargtified estimations of risk.

More prescriptive: Germany

Analytical approaches to risk assessment technigares little place, either to
demonstrate safety or to judge the tolerabilityhef risk of an establishment.
More reliance is placed on adherence to enginestangdards and operational
procedures. Risk assessment to estimate the eftpossible consequences of
an accident may be made. However the overridingacier of the approach is
dependence on “standarc

France

Although authorities recognize the utility of prdiilty as a concept in the
assessment of risk, the regulations are centersdfety distances; these result
from maximum effect calculations of major hazarisirMore quantitative risk
assessment studies can be requested by a locatifythut the basis (criteria)
on which the results would be judged is not defined

United Kingdom
The HSE adopts the position that an establishnsembti required to include the

results of quantitative risk assessment methogaeaf a Safety Case; but to do
so may make the safety arguments more convindiegatithority may ask for a
quantified risk assessment to be carried out incadere it is indispensable for
arriving at informed judgement of the suitabilitiyan installation. Criteria
against which the risk results (both individual @adietal) are judged have bee
addressed in published discussion documents. Fndgseich criteria are
referred to as "consultation distances", requith@g careful consideration of
activities within such distances is required. Tiftuence of valid factors other
than absolute safety norms on which to base desisggiven much attention;
assessments are based on the “cautious best eStimat

=)
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Norway

If Norway were to be entered in the list aboveyauld fall somewhere between
the UK and the Netherlands with regard to the typapproach to risk
assessment used. Rather than stipulate risk eritesit set (or give guidance on
limits of acceptance of risk, the authorities requiompanies to declare their
safety policy, which includes specifying the safgbals and objectives that
hazardous installations should meet. Technicaltaagid assessments of the
installation design and operating procedures erthattethe goals and objectives
are being met.

based:

More performance

Netherlands

The regulatory framework adopted by the governmeseins that the judgement
of the tolerability of the external risk of an ddtahment is based exclusively o
quantitative risk assessment approaches and onrivangsk criteria. T

3. lllustrations of the use of risk assessment

3.1. Legal Context

Table 3.1 below illustrates how the differing “teatal” approaches to risk assessment manifest thlees as
features of the legal framework in the countriesisidered. Differing legal traditions and codes lesu

differing approaches to formulating laws and retjofes.

Table 3.1. Assessment and legal influence.

Country Is law Do Have risk Implementing | Is the need
prescriptive or regulations criteria been | authority for
goal-setting? relate to defined and quantified

technical specified? risk
standards? assessment
recognized?

Germany essentially yes no by Lander no
prescriptive

France contains not explicitly yes; zoning | separate no
prescriptive distances regional
elements inspectorate

(DRIRE)

Switzerland contains strong| yes notin by cantonal yes
elements of regulations authorities
both but in

guidelines
UK both, but bias yes, insome | yes, butonly [ HSE yes
towards goals areas in inspectorate
“guidance”
USA essentially goal-| yes, in some | specific state and local | no, but it can
(federal law) setting areas goals and levels, if be used
definitions necessary
without implementing
specified reverts to EPA
criteria
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Norway goal-setting by | No no occasional Min| implicitly,
industry of Lab audit yes; risk
assessment
specified as
component
Netherlands goal-setting yes, indirectlyyes by central yes
inspectorate

3.2. Influence of risk management on assessment

The management and control of risk can be classifito three groups; each category has differéhiences on
the type of risk assessment method that is usee.tfiitee types of risk management and control type e
described as follows:

- setting explicit risk criteria;
- setting standards (or regulations) that contrd (implicit);
- requiring management of risk (or the managemenesysapproach).

The first category infers that more quantitativekrassessment techniques will need to be emplayddfine the
criteria or even level of risk that prompts act@med at control or reduction. The second doesaogssarily
require the use of risk assessment, since standadisegulations have traditionally been set thhoaigorocess
that does not include all the components of rideasment. However, setting standards still invoteehnical
evaluation and therefore it is inevitable that saaspects of the risk assessment process will béoget to
arrive at a well-founded standard. The third apphomcludes aspects of the other two, as both ataisdand
risk criteria. may be an integral part of the ohijext stated for a safety management system. A nesamegt
system can define its own objectives as a stapoigt and use highly analytical and systematic apgies to
risk assessment. However, there can be a tendenahd approach to risk assessment to lack unitgrihi
driven solely by the needs of a management systammplete reliance on management systems couldt riesul
some companies exercising little or no use of qtaivie risk assessment.

Government Authorities

The use of risk assessment as a part of the prastablishing the goals and objectives for theenaical
accident programmes must take account of the reeaddress a broad range of circumstances. Thet taxggs
for acceptable risk are often expressed eithemraadbbands or values (requiring the use of moretifative
risk assessment methods) or in such a way thaethtve merits of attaining a level of risk canévaluated and
understood.

The level of risk “permitted” (where specified) isually subject to further analysis and interpietat The
integration of an analysis of the costs and besefitthe possible measures to reduce risk is a @orantivity

in this part of the risk assessment process. Al lefvesk also relates to the public perceptiond anceptance of
that level. The uncertainties associated with weridactors in the more quantified assessment amed th
transparency of the process of quantification arportant aspects of this type of approach. Theaant®n of
these factors with the risk assessment processttandisk criteria that flow from it can be illusteal by
examining an approach used in the United Kingdomre@& principles are adopted in the control of major
hazards. These are identification (establishingetkistence of a risk), reduction (reducing the fokty of a
risk) and mitigation (reducing the impact of a haja In some areas of chemical accident prevention,
preparedness and response the UK Health and SBfetgutive use a principle, “As Low As Reasonably
Practicable” (ALARP). It is usually applied to riskhat fall below a defined level of “intolerable’k. But
account is usually taken of the different basesbith comparisons can be made.

Another approach to risk assessment, which caxém@ified by the approach taken by government auitibs
in Germany and France, involves less use of quadtifsk assessment. Their approach to risk assggsakes
into account the general principle that the zordfidand can separate a hazardous installation frotential
victims of an accident. However, their approaclageessment does not rely heavily on a calculafisislo but
on a thorough analysis of the standards of the tagstion, operation and maintenance of the indiala
Various aspects of the standards related to riskrigorously defined and used in a more deterniénigay to
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evaluate the potential for, and the nature of,dedis that might occur. Some of the assumptiorswed in this
type of approach relate to the estimation of tr#ucdon of risk obtained by the standards imposed the
effects of the separation distances required. rgfithe distance between industrial activity andidential
populations involves the assessment of the leveedficed risk and implicit determination of thedewof risk
that is undesirable.

4. Risk assessment and prevention

Chemical accident risks and associated goals krcrigeria, and the assessment methods used teeddg@m,
cannot be considered in isolation. The impact béptelated policies (e.g., general labour safetyjronmental
quality and health objectives) also need to beidensd in the context of the risk assessment psoces

4.1. How to prevent risk

Risk prevention aims to reduce one or more of thrributors to the risk of chemical accidents agged with
an installation. Risk assessment methods are osedatuate the possible impacts of different techinbptions
to reduce the inherent risk of a process or arvigictiChoice of the risk assessment method dependthe
circumstances. The common principles of risk reidacare as follows:

Reducing hazard

Inherently safe design of chemical installationgally reduces the extent (“spread”) of the hazatds can be
achieved by:

— reducing quantities in a single containment;

— changing conditions of a hazardous chemical @@perature/pressure);

- using a different chemical.

These are usually assessed in semi-quantitative,\aayg the risk assessments of alternatives arpareah
against each other rather than against a fixedcrigdria.

Separating the source of hazard from possible tagye

The effect of a hazard usually diminishes withatse from the source. Therefore, putting distamtevden
source and possible targets reduces risk. Thishieeed by:

- effective zoning of land;

- plant layout.

This area of prevention typically involves the wdeexposure assessment techniques. These methedsrely

on dispersion and/or other types of environmentgbosure models, as well as considerations of the
characteristics of the possible sources and typdgeaelease. Information from the exposure assessis then
combined with information from the assessment ef tlazard(s) and considerations of target popultién
possible adjunct to these type of assessmentsmsdayation of the effects of barriers to preventemluce the
spread of the hazardous chemical.

Improving containment

Hazards are contained by a “mechanical” (includimgirumentation and control) system. The reliapitif the
system can be improved by:

— better mechanical design (e.g. reducing vulnerateponents);

— system redundancy (e.g. parallel controllers);

— additional protection (e.g. double walls, additiocantrol);

- interaction of process components (e.g. layoutianftp.

The assessment of this type of prevention measuredves many of the same type of techniques (e.g.,
comparison of risk) as the other area, but diffietthe technical input required for the assessment.

Models and Techniques for Health and Environmental Hazard Assessment and Management
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Table 4.1. Summary of use of risk assessment.

Country In permitting for In land-use For Responsibility for Responsibility for
plant construction | planning or preparing | application of risk labour safety
or operation zoning emergency| assessment of the
response | chemical
plans accidents area
Germany Lander No Yes Lander Separate agenc
yes
France submit to mairie, | Maximum Yes Local & DRIRE DRIRE with Min
préfet & DRIRE Credible of Lab
Accident
yes (MCA) used to
establish zones
Switzerland Canton special No Yes Canton Different
authorities co-operating
agencies
yes
Norway Company Yes Yes Company Several agencig
yes
UK Local authority & | Yes Yes Local authority HSE main
Dept. of Env. responsibility
yes
USA Owner & local Yes for local Yes State (where active)] OSHA
auth. regs.
yes
Netherlands Provincial and Yes Yes Both local & central | Ministry of Socig

municipal auth.

yes

Welfare

Improving “Software”

Human error is the starting point for four out wkfaccidents. Improving the performance of therape
therefore offers scope for reducing risk. This bardone by:
— designing out human intervention;

- reducing human error rates (e.g., better ergongmics

— better “design” of organizing human interventiorg(eclearer responsibilities, better communicated
instructions);

— better culture, training motivation.

Models and Techniques for Health and Environmental Hazard Assessment and Management
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4.2. Inclusion of costs and benefits considerations

Implementing risk control measures involves costhé enterprise undertaking them. Therefore, médion on

cost and benefit are often included in the risleassent process aimed at accident prevention nesastine
cost case is usually handled in a fairly straightBrd way. Control of risks from a process hazasdally

involves a choice of the application of a well-defil technical measure. Estimating the initial (Edpiand

operating costs can be done with precision. Difficusually arises in estimating benefits. Thislines the
ethically and morally difficult question of decidjrthe “value” of human lives. In addition, there arsually a
number of intangible costs that are avoided assaltreof opting for a particular strategy. For exdenp
production loss is usually a major factor in thetsmf a major hazard incident. But determininglibaefits of
this cost reduction for a particular scenario igaliy very speculative and subject to significantertainty.

To carry out a macro-economic assessment, indiféetts (e.g., effects on prices, employment) atamated.
These estimate can be facilitated by the use af@o@ models.

Some governments (notably those of the UK and @8)ire the presentation of cost/benefit argumeritsrw
laws and regulations are presented to the legigla@btaining data that is necessary for the inciusf these
factors in the risk assessment process is a masghr t

Industry's ability to carry out these analyticalhtriques is also limited. The provision of propeaaiythenticated
data is difficult because the costing of alterredivs not straightforward. Measures to reduce ¢k change
plant design or operating conditions. This hasat$fén other parts of the process which can be fimale An
example is the reduction of inventories of materidlhe provision of total cost/benefit assessmbatomes a
costly activity itself. Technical solutions to ragitog risk are often cost neutral.

Companies sometimes make an estimate of what itdstso develop risk control methodology. In otbases
they develop more general data on the cost of stibthplans and negotiating them with the authesiti
Enterprises in Germany say that the costs of wsitrol are significant.

5. Comprehensive approach to management of risk adopteby UK HSE

The factors which influenced development by HSBmgrehensive approach to management of risk include
- advancement in knowledge how people view the risk perception);
- changes in the approach to regulatory environment;
- changes on the industrial scene and;
- changes in preferences, values and expectaticstecadty.

5.1. Risk perception

How people view risks and apply value judgementseishaps the most challenging factor to take icmoant
when developing an approach to the regulationsé iRecent studies show:
— The way we treat risks depends on our perceptidrowof they relate to us and things we value. Ity o
fairly recently that social scientists have exardimedetail what factors affect people's perceptibrisk.

There is a wide range of factors. Particularly imgot for man-made hazards are 'how well the poces

(giving rise to the hazard) is understood, how &dply the danger is distributed and how well indials
can control their exposure and whether risk is msslivoluntarily.

— The concept of risk is strongly shaped by humandsieind cultures. Though it may include the prospect

of physical harm, it may include other factors adlwsuch as ethical and social considerations,eeah
the degree of trust in the ability of those cregtine risk (or in the regulator) in ensuring thdequate
preventive and protective measures are in placedotrolling the risks.

— For many new hazards, high quality risk assessnigntsaders in the field often fail to reassurepdeo

Even using all available data and best science tantinology, many risk assessments cannot be
undertaken without making a number of assumptiaieh |s the relative values of risks and benefits or
even the scope of the study. Parties who do noeshase assumptions may well see the outcomeeof th

exercise as invalid, illegitimate or even not pegtit to the problem.

— The impact of a particular risk begins with theialivictims and diffuses outward to society aigkarin
that process, public response to the risk can h#ifienl or attenuated depending on how the repgrtih
the risk interacts with psychological, social, audtl, and institutional processes.
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All these give rise to concerns which can be ptat ftwo broad categories:

- Individual concerns or how individuals see the risk from a particulazard affecting them and things
they value personally. This is not surprising simce of the most important questions for indivigual
incurring a risk is how it affects them, their fdyrand things they value. Though they may be pregpdo
engage voluntarily in activities that often involligh risks, as a rule they are far less tolerdnisks
imposed on them and over which they have littletdnunless they consider the risks as negligible.
Moreover, though they may be willing to live withriak that they do not regard as negligible, gdétures
them or society certain benefits, they would warthsrisks to be kept low and clearly controlled.

- Societal concernsor the risks or threats from hazards which impacttsociety and which, if realised,
could have adverse repercussions for the institsti@sponsible for putting in place the provisians
arrangements for protecting people, e.g. Parlianoerthe Government of the day. Typical examples
relate to nuclear power generation, railway traweelthe genetic modification of organisms. Societal
concerns due to the occurrence of multiple fatsiin a single event is known as societal. i&bcietal
risk is therefore a subset of societal concerns.

Hazards giving rise to societal concerns sharenabeu of common features. They often give rise sksriwhich
could cause multiple fatalities; where it is diffit for people to estimate intuitively the actubtdat; where
exposure involves vulnerable groups, e.g. childverere the risks and benefits tend to be unevestyilbuted -
for example between groups of people with the takak some people bear more of the risks and stlbss, or
through time so that less risk may be borne nowraate by some future generation. Hazards thataarsliar,

often do not as a rule give rise to societal camger

5.2. Regulatory framework

Two factors determine recent changes in reguldtamework: the internalization of regulations andreasing
complexity in the regulation of risk.

The regulation of risk is nowadays increasinglynpgeiindertaken at European or international levehanform
of legally binding instruments on Member Statesictsas directives, treaties and conventions adoiptéde
wake of the creation of new global markets and teshnologies. For some of the new risks, like tharésing
as a result of the release of genetically modiGeganisms, action will clearly have to be takemngtrnational
level to have any effect. Moreover, in other artrgstechnology is moving so fast that de factorivagonal
standards or practices are evolving all the timg, & ensuring the safe use of computerized systim
controlling plant and machinery. Regulators, indusind pressure groups in many countries are galtinsuch
technologies to be regulated at international leagethe only effective way to prescribe appropr&sndards.
The internationalization of regulation requires @owting for factors such as agreements for regujato
harmonization, mutual recognition of standards @mdoval of barriers.

Frequent characteristic of the new hazards isithen be very difficult to define precisely thaks they may
give rise to, even when scientific knowledge istmgsto the limit. The processes that may give tasesks are
only partially understood with the result that riegory decisions must frequently be based on lichdata and
considerable scientific and technological uncetiagn The control measures required by regulatiooulsl
reflect the nature of the uncertainties and ertherside of health and safety.

It has become obvious that taking into account sindkele consequences should include considerafioratiers
such as distributional or economic equity or ethsmansiderations and considering the effects ofcps on
natural phenomena like the survival of species #ra maintenance of ecosystenihe evaluation and
management of hazards are evolving to include gathat cannot readily be verified by traditionaiestific
methods.

5.3. Expectations of society

There is a growing propensity to scrutinize besefitought about by industrial activity against moied
undesirable side effects such as the risk of bemagmed or killed or of environmental pollution. his
particularly true for risks:

- which could lead to catastrophic consequences;
- where the consequences may be irreversible, egetbase of genetically modified organisms;

- which lead to inequalities because they affect sppwple more than others, such as those arising
from the sitting of a chemical plant or a wastepdisal facility;
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- which could pose a threat to future generationsh s1$ toxic waste.

The most dramatic shift in value preferences ofetpdas been the pressure on regulators for grekety and
explanation of their approaches to the regulatiomst. These require:

- the targeting of action: focusing on the most sexidsks or where the hazards need greater controls
- consistency: adopting a similar approach in similezumstances to achieve similar ends;

- proportionality: requiring action that is commeraterto the risks;

- transparency: being open on how decisions wereaatiat and what their implications are; and

- accountability: making clear, for all to see, whie accountable when things go wrong.

5.4. System for reaching decisions

HSE has set up six stage iterative system for iregatecisions on how risks should be regulatedraadaged,
namely:

Stage 1.Deciding whether the issue is primarily one for HS'C

Stage 2.Defining and characterizing the issue.

Stage 3. Examining the options available for addressingiskae, and their merits.

Stage 4. Adopting a particular course of action for addnegghe issue efficiently and in good time,
informed by the knowledge gained going throughsilxestage iterative system and by the
expectation that as far as possible the coursetafrawill be supported by stakeholders.

Stage 5.Implementing the decisions.

Stage 6.Evaluating the effectiveness of actions taken &wising the decisions and their implementation if
necessary.

HSE has also set out the framework, known as therdlility of Risk (TOR), for reaching decisions whether
risks from an activity or process are unacceptdblerable or broadly acceptable and its applicaiiopractice.
In this context, 'tolerable' does not mean 'acddptalt refers instead to a willingness by sociasya whole to
live with a risk so as to secure certain benefitsying the confidence that the risk is worth takarmgl being
properly controlled. However, it does not imply tttiae risk will be acceptable to everyone, i.et #neeryone
would agree without reservation to take the riskave it imposed on them.

The framework makes clear that:

— both the level of individual risks and the sociatahcerns engendered by the activity or process baus
taken into account when deciding whether a riskngcceptable, tolerable or broadly acceptable;

- the decision-making process and criteria adoptediach that action taken is inherently precautignar
Moreover, HSE starts from the position that, foemvhazard, the law requires that:

— a suitable and sufficient risk assessment mustdenaken to determine the measures needed toeensur
that risks from the hazard are adequately contiplle

— suitable controls must be in place to addresdgiificant hazards, and that those controls, atramum,
must achieve the standards of relevant good peaptiecautions, irrespective of specific risk estena

— where there is no relevant good practice, or thistiag good practice is considered by HSE to be
insufficient or inadequate, the decision as to wbamtrol measures are suitable will generally be
informed by further risk assessment;

— there are some risks from certain activities, psses or practice which are not tolerable whatever t
benefits, i.e. they are unacceptable. Any actiyiygcess or practice giving rise to risks fallimgthat
region would be ruled out unless the activity, psscetc can be modified to reduce the degreelogois
that it becomes tolerable;

— as control measures are introduced, the residsie rnay fall so low that additional measures taiced
them further are likely to be grossly disproporéitanto the risk reduction achieved, though therobnt
measures should still be monitored in case the kblange over time.

'Health and Safety Commission / Health and Safetytiee
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HSE has proposed numerical criteria for informiregidions on the tolerability of risks only for velignited
categories of risk, for example, those entailirtglfaes either individually or in multiple fatajitaccidents.

5.5. Characterizing the issue in terms of risk

The framing of the issue may point to it being omeere a decision on proportionality of action regsi
information on the risks. In such cases, we needhtracterize the risk quantitatively and quaheliy, to
describe how it arises and how it impacts on traféected and society at large. Such informationdsded in
order to inform later consideration of options fizk reduction.

We usually undertake an assessment of the risshigve this. Assessing risks involves identifyihg hazards
associated with the risk issue, i.e. what in aipaldr situation could cause harm or damage, aed #ssessing
the likelihood that harm will actually be experieddy a specified population and what the consezpsewould
be.

A risk assessment essentially is used as a tdnfdom our decisions by assisting in understandihthe nature
and degree of risk and for extrapolating, from kdé data, experience of harm, or for represengingrge
amount of scientific information and judgement aseatimate of the risks. The policy process theauptas the
scientifically-based judgements about risks wittigyoconsiderations about the approach to theitrodbnThe
latter (sometimes separately described as riskuatiah) includes such considerations as the reati@ightings
to be attached to likelihood and consequence, lamgvay that public perceptions of the risk showdddken into
account.

For example, the risk assessment may show thatstkeare such that individuals may not be undolycerned
because of the familiarity of the risks etc andfwat the expectation of harm to any one individigsalow.
Nevertheless, the activity giving rise to the riskay need to be regulated further because of thebars of
people individually affected, and other possibl&idents.

The proper characterization of the risk is impartamthe effective application of the preferredkrisontrol
hierarchy promoted by the EU. The hierarchy acyuetivers controls on hazards as well as the reguitsks.
At the top of the hierarchy, and consistent with general duty to secure health and safety, isdhsideration
of measures or alternatives that will avoid theahndzn the first place. This might involve subdiibn or the
adoption of processes that conform with principé@red at ensuring that a design is inherently safewer
down the hierarchy is the consideration of measthias will reduce the risks, given that there acevimble
alternatives to accepting the hazard.

Inherently safer design

Adoption of the principles of inherently safer dgsis particularly important where the consequendgsant or
system failure are high. HSE will press for theoirporation of inherently safer design features, ngtthese are
possible, to reduce the reliance on engineeredyssystems or operational procedures, to contsél ri

For example, the concept of 'defense in depthynéancy, diversity and segregation, the provisibmoltiple
barriers and other good practices, as set outfatysassessment principles for nuclear plant, aneldmental to
ensuring safety. These apply against a requirenterfirstly, avoid the hazard and maintain safe ditions
through inherent and, where appropriate, passisgddeatures; and, secondly to minimize the siitgiof the
plant to potential faults as far as can be readgrab achieved, by ensuring the plant responseftula is as
near the top of a hierarchy of: (i) produces norafi@nal response or a move to a safer conditigrpdssive or
engineered safeguards, continuously available, niadkeplant safe; (iii) active engineered safeguabdsught
into service in response to the fault, render thatxsafe.

Handling uncertainty
The process of assessing risks needs to take acobtime possibility of uncertainty. For example tecience
underpinning the assessment may be complex, amisgooincomplete and/or the necessary data mapenot

available.

We must first distinguish between uncertainty agibrance. The latter refers to a lack of awarenésactors
influencing the issue. This is a well-recognizedalareess in risk assessment - that the identificatioinazards
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may be incomplete. The measures needed to counignacance are a wide engagement of differentiglises
and communities of interest in the characterizatibtine issue.

Uncertainty itself is a state of knowledge in whialthough the factors influencing the issue aemfiied, the
likelihood of any adverse effects or the effectniselves cannot be precisely described. Uncerthagymany
manifestations and they affect the approach thatslling. In summary:

- Knowledge uncertainty This arises when knowledge is represented by likedad on sparse statistics or
subject to random errors in experiments. Thereeatablished techniques for representing this kihd o
uncertainty, for example confidence limits. Theeeffon a risk assessment is estimated by sengitivit
analysis. This provides information relating to theportance of different sources of uncertainty athi
can then be used to prioritize further researchautibn, which is the only feasible way to addréss
uncertainty, though in some cases research malyentaichnically possible or cost-effective.

— Modelling uncertainty- This concerns the validity of the way chosenegpresent in mathematical terms,
or in an analogue fashion, the process givingtaste risks. An example is the growth of a cratlkhie
wall of a pressure vessel. The model would postula way the growth rate is affected by factochsu
as the material properties and the stress histowhich the vessel is exposed in service. The madel
provide prediction of failure in terms of time atite nature of the failure. It will inform interveon
strategies such as the material specificationgeimise monitoring and mitigation measures. All thes
factors may be modelled in many ways with the aggioms for each one open to question. The rigor of
the peer review process and openness to alternayipetheses are the main safeguards. However, the
most intractable problems arise when it is not fizat or physically possible to subject the alt¢ivea
hypotheses to rigorous testing. In such cases,ettegcise of expert judgement is paramount and
confidence depends on the procedures adoptedlémtisa of the experts and the management of loias (
appearance of bias).

— Limited predictability or unpredictability- There are limits to the predictability of phenaraenvhen the
outcomes are very sensitive to the assumed imtiabitions. Systems that begin in the same nominal
state do not end up in the same final state. Aagdaracy in determining the actual initial statd livhit
our ability to predict the future and in some cabessystem behavior will become unpredictable.

Precaution and uncertainty

Risk assessment and risk management proceduresahawmber of safeguards to ensure that our apprgach
inherently precautionary and in line with the prg@nary principle. Included though not definedthe EC
Treaty the precautionary principle has been defiffed example, by the United Nations Conferencetlom
Environment and Development (UNCED) in 1992 as: eévgh there are threats of serious or irreversible
environmental damage, lack of full scientific cartg shall not be used as a reason for postponiisg effective
measures to prevent degradation’.

The precautionary principle describes the philogofbfat should be adopted for addressing hazardgutn
high scientific uncertainty, and rules out lacksefentific certainty as a reason for not takingvpreive action.
Although originally formulated in the context of v@ronmental protection, particularly in connectiovith
‘global' environmental issues (e.g. climate changene depletion), the precautionary principle asn applied
more widely.

The HSE policy is that the precautionary princigte@uld be invoked where:
— there is good reason, based on empirical evidengaasible causal hypothesis, to believe thatoseri
harm might occur, even if the likelihood of harnrésnote; and
- the scientific information gathered at this stageansequences and likelihood reveals such unogytai
that it is impossible to evaluate the conjecturettomes with sufficient confidence to move to tleatn
stages of the risk assessment process.

Though the precautionary principle is invoked faz&ards where, because of the uncertainty involigas,not
possible to apply the conventional techniques sk dssessment to assess the risks involved whatkser
circumstances, it is possible in practice, to usghgechniques for operationalizing the principdecertainty is
overcome by constructing credible scenarios on b hazards could be realized and thereby making
assumptions about consequences and likelihoodciduible scenarios can range from a 'most likebrsivcase

to a 'worst case possible' depending on the degfaecertainty. Though such risk assessments made o
scenarios are inevitably narrower in scope thauldfown risk assessment, this may not be a seriimitation

if the scenarios are carefully chosen to reflecatdould happen in reality.
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5.6. Quantitative risk assessment

In some sectors of industry the quantitative riskessment (QRA) is used as part of the considarafithe
safety of plant and operations. QRA is a poweidal in showing the relationship between differambsystems
and the dependencies within the overall system. QR&kequently used to estimate the risk from plat
designed and operated. However, care needs tkée ta avoid numerous pitfalls that can trap thevany. For
example, in estimating the likelihood of an eventltoking back at historical accident or incidemsttal care
needs to be taken in selecting:
- the accident/incident sample - too small a sampl®o narrow a scope can mislead; too wide a scope
may result in the inclusion of accidents/incidethtst developed differently from the event in quasti
— the time period - too short a period may lead ® d@mission of representative accidents/incideis; t
long a period may again result in the inclusioracfidents/incidents that developed differently fritma
event in question. Whatever time period is choske,assumption of a constant relationship between
accident/incidents and time needs to be questiimede light of changes in technology and in public
expectations;
- the statistical method - historical accident/inciddata may not include the cause, and selectigeotis
data and/or choice of model can result in numefigates that do not properly reflect actual higtor

The process of undertaking a QRA can lead to abatiderstanding of the important features contiriguto
risk and weaknesses in the systems as well asiatioavnumerical estimate of the residual risk todbeved.
The quality of the modelling and the data will affehe robustness of the numerical estimate, amed th
uncertainties in it must always be borne in mincewlusing the estimate in risk management decisitims.use

of numerical estimates of risk by themselves canséveral reasons including those above, be nlisigaand
lead to decisions which do not meet adequate lefedafety. In general, qualitative learning andneuical risk
estimates from QRA should be combined with othérmation from engineering and operational analyses
making an overall decision.

In addition to invoking the precautionary princigle above there are many other ways in which oproggh is
inherently precautionary. For example:

- do not take 'absence of evidence of risk' as 'egeleof absence of risk’, although they recogniz¢ th
persistent absence of evidence of risk, notwitltitenappropriate and thorough efforts to find igynrbe
indicative;

— require that the effects of the assumptions mad®ver gaps in knowledge be tested through recegniz
methods, e.g. sensitivity analysis;

- build safety factors into the assessment processavappropriate, e.g. in assessing toxic substances
safety factors are used depending on the qualitlatd, severity of effect, and whether data froimais
orinvitro experiments are being extrapolated to humans;

- attach more weight to consequences where a haaardttributes which makes it likely that it willvgi
rise to societal concerns, such as the potentialffect future generations or the potential foresev
detriment, e.g. a major explosion in a built-upaare

- make use of comparative risk assessment for nowetards that bear a similarity with
existing hazards, requiring a stringent controlmegfor reducing risks to tolerable levels.

All the above show that assessing risks is far fomimg a straightforward exercise. At times th& @ssessment
will be a simple process based on observation adggment, while at the other extreme it can alsoire the
use of complex techniques such as quantified gskssment.

5.7. Examining the options available and their merits

In looking at options, it would be particularly émested in examining:

— possible good practicefor addressing the hazards identified, and evalgatvhether it is relevant and
sufficient. If specific good practice is not availa we would also examine the merits of good pcacti
that applies in comparable circumstances if weebelithat this is directly transferable or can higably
modified to address the hazard;

- possible constraints attached to a particular optin; for example whether the option is technically
feasible; or whether there are legal constraintsto@adoption. The general principle is that theiap
adopted will improve or at least maintain standaridsealth, safety and welfare;

— any adverse consequences associated with a parteuloption. Very often adopting an option for
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reducing one particular risk of concern may creatacrease another type of risk. For example: bnn
a particular solvent may increase the use of a rhazardous one; reducing airborne concentration of
substances in the workplace by exhaust ventilatiag increase risk in the community or vice versa.

5.8. Cost benefit analysis

Sometimes there is a need to carry out formal aealpf costs and risk reduction to help with judgets on the
benefits of each option and the costs involved dducing the risks. These analyses may be of varying
sophistication and complexity, and might in somsesainclude a cost benefit analysis (CBA). CBAfiemma
useful tool for judging the balance between theeffisshof each option and the costs incurred in @npnting it.
CBA aims to express all relevant costs and bengafits common currency, usually money. This in pphe
requires the explicit valuation of the benefit eflucing the risk. However, such a valuation mayahetiys be
possible or practicable - in these circumstanceselgeon qualitative estimates. And, in any case, apply
common sense when reviewing the results. More@xgljcit valuations may not always be necessarpbse:
— most safety provision for day to day hazards igeirms of the adoption of good practice or the
voluntary pursuit of best practice, taking advastafitechnological advances; and
- it may be possible to compare the difference inscéd®m switching from one option to another
against the gains so achieved in terms of avoidahbarm.

It should be noted, that cost-benefit analysisrly @ne of a number of factors that are taken atoount in
deciding whether to pursue any particular coursactibn.

5.9. Criteria for reaching decisions

The criteria used by regulators in the health, tgaé:nd environmental field, in general, can be sifaxd
according to three 'pure’ criteria. They are:

— anequity-basedcriterion, which starts with the premise that atfividuals have unconditional rights to
certain levels of protection. This leads to staddaapplicable to all, held to be usually accepmtabl
normal life, or which refer to some other premisg#ddhto establish an expectation of protection. In
practice, this often converts into fixing a limé@ tepresent the maximum level of risk above whioh n
individual can be exposed. If the risk estimateivaet from the risk assessment is above the limit an
further control measures cannot be introduced tluge the risk, the risk is held to be unacceptable
whatever the benefits;

— a utility-based criterion which applies to the comparison betweba incremental benefits of the
measures to prevent the risk of injury or detrimemd the cost of the measures. In other words, the
utility-based criterion compares in monetary tetims relevant benefits (e.g. statistical lives saviéet
years extended) obtained by the adoption of aqudati risk prevention measure with the net cost of
introducing it, and requires that a particular baka be struck between the two. This balance can be
deliberately skewed towards benefits by ensurirg there is gross disproportion between the couds a
the benefits;

— atechnology-basectriterion which essentially reflects the idea thaatisfactory level of risk prevention
is attained when 'state of the art' control measytechnological, managerial, organizational) are
employed to control risks whatever the circumstance

The criteria that HSE has adopted in the form dfaanework, known as the tolerability of risk (TOR),
accommodate all three criteria.

The framework is illustrated in Fig 5.1. The trifengepresents increasing level of 'risk' for a ipatar

hazardous activity (measured by the individual @skl societal concerns it engenders) as we move fhe

bottom of the triangle towards the top. The darkezat the top represents an unacceptable regiorpriotical

purposes, a particular risk falling into that regis regarded as unacceptable whatever the levbenéfits
associated with the activity. Any activity or praet giving rise to risks falling in that region widuas a matter
of principle, be ruled out unless the activity sagtice can be modified to reduce the degree &fsisthat it
falls in one of the regions below, or there areeptional reasons for the activity or practice tadtined.
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Figure 5.1. General HSE framework for the toleigbdf risk.

The light zone at the bottom, on the other hanpresents a broadly acceptable region. Risks fallitg this
region are generally regarded as insignificant adeiquately controlled. We, as regulators, would usatally
require further action to reduce risks unless neally practicable measures are available. The devklisk
characterizing this region are comparable to thlaepeople regard as insignificant or trivial eir daily lives.
They are typical of the risk from activities thaeanherently not very hazardous or from hazardmeisvities
that can be, and are, readily controlled to prodwerg low risks. Nonetheless, we would take intocamt that
duty holders must reduce risks wherever it is reably practicable to do so or where the law soirequt.

The zone between the unacceptable and broadly tatdepegions is the tolerable region. Risks irt tiegion
are typical of the risks from activities that pem@re prepared to tolerate in order to secure lisnhaf the
expectation that:

— the nature and level of the risks are properly ssesi and the results used properly to determintaton
measures. The assessment of the risks needs taskd bn the best available scientific evidence and,
where evidence is lacking, on the best availakilensific advice;

— the residual risks are not unduly high and kegowasas reasonably practicable; and

— the risks are periodically reviewed to ensure thal still meet the ALARP criteria, for example, by
ascertaining whether further or new control measueed to be introduced to take into account clange
over time, such as new knowledge about the ristheravailability of new techniques for reducing or
eliminating risks.

Applying the generalized TOR framework

The framework is aimed at ensuring that the apgrdac addressing hazards is inherently precautiomaad
leads to control regimes that improve or at leastintain standards, while retaining the principlefls o
proportionality, consistency, etc.

Thus when we apply the framework to policy formuaat regulatory development and enforcement actijt
one should to:

— take into account that societal concerns are ditesent for a wide range of hazards, for example,
this is often the case for those hazards that amdlir or where the risks they give rise to are
generally accepted as being well controlled. Hazgjiding rise to societal concerns have a number
of well known features and such concerns are ofibeent for many routinely encountered
occupational hazards. This means that when detargnimhere the hazard falls on the TOR triangle
one can, as a general rule, for most occupatioazaras, focus on the individual risks (generally
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assessed in relation to a hypothetical person wgingentional risk assessment techniques;

— decide, from the information gathered in goingotlyh the decision-making process, how
precautionary our approach will be when determimitngre the individual risk and societal concerns
i.e. on the TOR geometry;

— concentrate on ensuring that duty holders musk havplace suitable controls to address all
significant hazards arising from their undertakings

— start with the expectation that those controlsutthoas a minimum, implement authoritative good
practice precautions (or achieve similar standafdsrevention/ protection), irrespective of specifi
risk estimates.

In this context:

- a hazard is regarded as significant unless pastriexgge, or going through the decision making
process described earlier, shows the risk from litet extremely low or negligible when compared to
the background level of risk to which people ar@ased, and the hazard does not give rise to
societal concerns;

— as authoritative sources of relevant good pradiiee considered, those enshrined in prescriptive
legislation, Approved Codes of Practice and guidapcoduced by Government. One can also
consider including as other sources of good prectstandards produced by Standards-making
organizations (e.g. BS, CEN, CENELEC, ISO, IEC, RJRand guidance agreed by a body
representing an industrial or occupational se@ag. (trade federation, professional institutiorgrp
governing body). Such considerations should take account that HSE is a repository of
information concerning good engineering, managexial organizational practice, and would also
include an assessment of the extent to which tbegeces had gained general acceptance within the
safety movement.

The next stage is to distil from the informationtrgaed at Stages 2 (characterizing the problem) &nd
(examining options and their merits) on individuisks and societal concerns and decide whethertiatopf
authoritative good practice precautions is an adexjtesponse to the hazards. The experience sagbastin
most cases adopting good practice ensures thasiseare effectively controlled.

There will be, however, cases where existing goedtice was not identified as an option at Stagéhss will
be particularly true for hazards that are new drwell studied, or where the circumstances in wtpelople
interface with the hazard are untypical or exceglioln these circumstances there is need to examirether
any of the other options identified at Stages 2 8ndould reduce the risks to the degree HSE corside
appropriate. If one is found it would advocateaittoption. However, there may be occasions whemaefind
that no option is available for reducing the rigksa tolerable level. This will be the case forksifrom
activities:
— that are so high and their control inherently déiadilt that it is not possible to find reasonalsientrol
measures that one could feel confident would wonkractice; or
— where it is not possible to allay the societal @ns about the risk. For example, though expertg ma
regard available control measures as adequateoftratling a particular risk, that view may not be
shared by society as a whole, either because th@ritpaof people believe that the measures will not
always be observed or that they have doubts tkatsks should be entertained at all.

5.10.Tolerability limits

The TOR framework just described can in principte applied to all hazards. When determining readgnab
practicable measures for any particular hazard tiveneghe option chosen to control the risk is geadugh or
not depends in part on where the boundaries arbeteteen the unacceptable, tolerable or broadlgmable
regions in Figure 5.1. As will be clear from earligiscussions, the choice will be the outcome ofcimu
deliberation and negotiation in the course of potlevelopment, reflecting the value preferencestafeholders
and the practicability of possible solutions.

Tolerability limits for risks entailing fatalities
In practice the actual fatality rate for workerseiven the most hazardous industries is normally bedbw the

upper limit of a risk of death to any individualer annum for workers and #per annum for the public who
have a risk imposed on them 'in the wider inteoésbciety.
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Similarly the actual risk of death per annum fae phublic from work activities is usually very muldwer than
10". For example, during the period 1994/5-1998/9ahaual risk of death to the public from the usega$
(fire, explosion or carbon monoxide poisoning),raged over the entire population of Great Britamas 1 in 1
510 000 - in other words below the limit of whabiten regarded as broadly acceptable.

As a result what is unacceptable, tolerable ordiyoacceptable in specific circumstances is offeelled out or
implied in legislation, Approved Code of Practid&COP), guidance, etc or reflected in what constgugood

practice i.e. there is no need to set explicit TB®Rindaries. However, HSE on the basis of its egpe&

accumulated over the years in engaging its stakem®lsubscribes as a matter of policy to the falgw
indicative criteria, as to where these boundaigdar risks in a limited category, namely thosgadling the risk

of individual or multiple deaths.

Boundary between the 'broadly acceptable' and ‘talele’ regions for risk entailing fatalities

HSE believes that an individual risk 3@er annum for both workers and the public corragsdo a very low
level of risk and should be used as a guidelinetierboundary between the broadly acceptable dpdatie
regions. Risks of various kinds which contributeatbackground level of risk - typically a risk afath of one in
a hundred per year averaged over a lifetime. Adwesirisk 10 per year is extremely small when compared
this background level of risk. Indeed many actistivhich people are prepared to accept in thely tdaes for
the benefits they bring, for example, using gas @ledtricity, or engaging in air travel, entail @xceed such
levels of residual risk.

Boundary between the 'tolerable’ and ‘'unacceptabtegions for risk entailing fatalities

The HSE does not have, for this boundary, a coiteffor individual risk as widely applicable as tbae

mentioned above for the boundary between the bycactteptable and tolerable regions. This is becesks

may be unacceptable on grounds of a high levekkfto an exposed individual or because of themassions
of an activity or event on wider society. Indeddyould be quite unusual for high levels of indiva risk not to
engender societal concerns, on equity grounds.cbheerse is not, however, true - society can beedeby

hazards that pose, on average, quite low levetslkfto any individual but could impact unfairly enlnerable
groups, such as the young or the elderly or pdatitu susceptible individuals. Furthermore, expests an

activity may result in a low level of average riskany one individual but the totality of such dskcross the
affected population would not be acceptable asgdday the socio-political response to a particelsnt such
as a railway disaster. Nevertheless, in the HSEimeat on the tolerability of risks in nuclear povsgations, it
is suggested that an individual risk of death of @m a thousand per annum should on its own reprebe

dividing line between what could be just tolerafuleany substantial category of workers for angéapart of a
working life, and what is unacceptable for any faitly exceptional groups. For members of the pulho

have a risk imposed on them 'in the wider inteodstociety' this limit is judged to be an ordermégnitude
lower - at 10*per annum.

However, hazards that give rise to such levelsidividual risks also give rise to societal conceand the latter
often play a far greater role in deciding whethesk is unacceptable or not. Secondly, these dimitre derived
for activities most difficult to control and refleagreements reached at international level. Irctjme most
industries in the UK do much better than that.

Risks giving rise to societal concerns

Developing criteria on tolerability of risks for fexds giving rise to societal concerns is diffictlaizards giving
rise to such concerns often involve a wide rangeveits with a range of possible outcomes. The sagor
integration of such risks, or their mutual compamismay call for the attribution of weighting factdor which,
at present, no generally agreed values exist agxtample, the death of a child as opposed to@arlglperson,
dying from a dreaded cause, e.g. cancer, or theofestfecting future generations in an irreversihlay.

Nevertheless, HSE has adopted the criteria belomdsof which are currently under review) for addieg
societal concerns arising when there is a risk oftipie fatalities occurring in one single evenheébe were
developed through the use of so-called FN-curvésa{oed by plotting the frequency at which suchnése
might kill N or more people, against N). The tedu@ provides a useful means of comparing the impadiies
of man-made accidents with the equivalent profftasnatural disasters with which society has telifhe
criteria are based on an examination of the lewélgsk that society was prepared to tolerate frarmajor
accident affecting the population surrounding thgtustrial installations at Canvey Island on therniba. These
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criteria are, however, directly applicable onlyrigks from major industrial installations and mapt be valid for
very different types of risk such as flooding franburst dam or crushing from crowds in sports stadi

Thus, where societal concerns arise because oisthef multiple fatalities occurring in one evémim a single
major industrial activity, HSE proposes the follogibasic criterion for the limit of tolerability apticularly for
accidents where there is some choice whether tepadbhe hazard or not, e.g. the risk of such amteve
happening from a major chemical site or complextiooing to operate next to a housing estate. Irhsuc
circumstances, HSE proposes that the risk of aidewctcausing the death of 50 people or more inglesevent
should be regarded as intolerable if the frequésiegtimated to be more than one in five thousamdapnum.

A different situation arises altogether when givendyice to planning authorities in connection wittoposed
developments in the vicinity of major hazard cheahiglants. Since the developments have not yetiwede
planning permission, not allowing them becausehef putative societal risks to which would-be ocaupa
would have been exposed by living next to a chelnptant, is relatively inexpensive when comparedhe

costs entailed in requiring existing developmentth vgimilar risks to introduce remedial measureSH$

criteria for advising against a development becatfiske societal risks that it may engender aretas the first

instance on the level of individual risk per yealcalated for a hypothetical person receiving agganus dose,
or worse, together with certain characteristicthefdevelopment.

Thus in the case of most housing developmentsXample, HSE advises against granting planning issiom
for any significant development where individualkriof death for the hypothetical person is morenth@ in a
million per year, and does not advise against grgrlanning permission on safety grounds for dewelents
where such individual risk is less than 1 in a imill per year. (Somewhat different criteria are sguplto
sensitive developments where those exposed toiskeare more vulnerable, e.g. schools, hospital®ldr
people's homes, or to industrial or leisure devalepts, reflecting the different characteristics thé
hypothetical person used to assess individual.risk)

Cases of proposed housing development where tlixdodl risk of death per annum is between 1 andnl®
million per year are scrutinized more closely, takinto account a more detailed assessment ohtligidual
risk, the area of the development, the number aopfeeinvolved, their vulnerability and how long thare
exposed to the risk. Further information is avdédabn the risk criteria presently applied by HSHand use
planning, including the criteria applied for diféet categories of development, for developmentienvicinity
of major chemical plants, and for development of péants.

6. UK HSE Guidance on ‘as low as reasonably practicabl (ALARP)
decisions

The HSE has produced a suite of guidance docursenterning ALARP. These are designed to give higkll
principles which separate parts of HSE can thentaupeomulgate sector specific advice. The documarg:
- Reducing Risk, Protecting People(R2P2);
— Principles and guidelines to assist HSE in its @rdgnts that duty-holders have reduced risk as fow a
reasonably practicable;
- Assessing compliance with the law in individualesand the use of good; and
— ALARP in Design - Policy and Guidance.

The HSE discussion document "Reducing Risks, Pliote®eople - HSE's decision making process" (R2P2)
sets out, in more detail, HSE's approach to maldegisions about SFAIRP and ALARP. It is a further
development of ideas previously promulgated in HSEblerability of Risks from Nuclear Power Stations
(TOR) document (1992) which defined three regioingsk, delineated by an unacceptable region ahdbadly
acceptable region; the region in between defininggion of tolerable risk, but only when those siskre
ALARP.

R2P2 makes some important statements of principles:

Principle 1
"HSE starts with the expectation that suitable mdatmust be in place to address all significar#ainds
and that those controls, as a minimum, must implgnaithoritative good practice irrespective of
situation based risk estimates".
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Principle 2
"The zone between the unacceptable and broadlyptatde regions is the tolerable region. Risks &t th
region are typical of the risks from activities tipgople are prepared to tolerate in order to sebanefits
in the expectation that the nature and level ofribles are properly assessed and the results uspénty
to determine control measures; the residual risksrat unduly high and kept as low as reasonably
practicable (the ALARP principle); and the riske qreriodically reviewed to ensure that they stilen
the ALARP criteria, for example, by ascertainingetiter further or new controls need to be introduoced
take into account changes over time, such as newlkdge about the risk or the availability of new
techniques for reducing or eliminating risks."

Principle 3
"Both the level of individual risks and the socletancerns engendered by the activity or processt el
taken into account when deciding whether a risictseptable, tolerable or broadly acceptable andrtiaz
that give rise to .... individual risks also giveei® societal concerns and the latter often pltay greater
role in deciding whether risk is unacceptable ot'.nBor high hazard sites, societal risks/conceare
normally much more relevant than individual risksf individual risk must still be addressed. Althbu
R2P2gives clear guidance on individual risk criteitagives only limited guidance on criterion values
societal risks (50 fatalities at less than 1 in®@@@r annum, point on the boundary between the APAR
band and intolerable band).

ALARP guidance specific to the regulations impletiregnthe Seveso Il Directive is provided in:
— SHAG 190 (Appendix 4);

L111 (Regulation 4);

The Safety Report Assessment Manual (SRAM) (Pattapter 3); and

The Safety Report Assessment Guides (SRAGS).

6.1. ALARP demonstration requirements

The assessor will need to focus on these measuites $atisfied they do represent good practiceHS&E will
regard relevant good practice to have met the Aldiirement when:
— the societal risks can be shown (subject to unicéydato be broadly acceptable, e.g. by use of an
approximate risk integral (ARI) or other societakrmethodology; and
— no group, or individual, is subject to relativelkglh individual risks that are not ALARP.

The HSE regard good practice as being subjectemtbcess of continuous improvement and will enager
industry to keep it up-to-date as technology adeanand societal concern about MAHs (Major Accident
Hazards) varies.

Having been satisfied that the measures in plgoesent relevant good practice, the residual rigkde in one
of the following category bands:

Intolerable risk

Clearly, if the risk is in this region (whether fimdividual or societal risk) then ALARP cannot teemonstrated
and action must be taken to reduce the risk irespmeof cost.

"Tolerable if ALARP" Risk

If the risks fall in this region then a case specALARP demonstration is required. The extent bé t
demonstration should be proportionate to the lefeisk.

Broadly acceptable risk
If the risk has been shown to be in this regioentthe ALARP demonstration may be based on adherenc

codes, standards and established good practiceeVmnthese must be shown to be up-to-date andargi¢o
the operations in question. This is shown diagratizaidy in Figure 5.1.
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Intorelable

olerable if
ALARP

Broadly Acceptable

Figure 6.1. Types of risk assessment.

The definitions of Q, SQ, QRA, etc. are based ugefinitions of types of risk assessments set dawH$G
190 and developed further in the Generic SRAG (witermediate levels where appropriate), but ireess the
type of risk assessment which is appropriate inemahstration will vary gradually in depth and lewdl
quantification from qualitative (Q) at one end tdl fjuantified risk assessment (QRA) at the other.

6.2. Risk Reduction Measures (RRMs) database

In order to assist Assessors in determining if @mes have considered all the relevant RRMs, abdatis
being developed by HSL/Amey Vectra which draws tbhgeunstructured, paper based lists of measuréshwh
have been considered within HSE in the past, t@getlith measures discussed in the open literaturesearch
reports written for HSE.

6.3. Guidance on gross disproportion

All RRMs will involve a cost to the Operator. Eqiyalan RRM is intended to reduce risk from an operaand
this reduction will bring about a benefit (reduction lives saved, etc.) which can be expressed anetary
terms. The ratio of the costs to the benefits cardéscribed as a "proportion factor" (PF). It sHoalso be
noted, however, that the benefits might also ireltite avoidance of such thing as environmentahcle&osts,
increased insurance premiums, loss of asset vll@&osts of increased regulatory interference, etc

If this PF is greater than some defined value, tfencosts can be said to be grossly dispropotiotmthe
benefits and the RRM would not be "reasonably prabte"”.

It is assumed that, within the "tolerable if ALARPEgion, the minimum value of PF will be 1 sincdues
below 1 imply a bias against safety. It is furthssumed that the value of PF will increase in saag as risk
increases. That is to say, the operator would Ipeard to pay more to reduce risk by a given amduhe

initial level of risk is close to the intolerablenit than if the risk were just above the broadtgeptable limit. In
the intolerable region, RRMs must be implementedoat regardless of cost, implying an very highindinite

PF (though it is recognized that CBAs and grosprdjgortion are not applicable in this region).

The difficulty lies in defining the upper limit &fF and the way PF increases with risk. An uppearevédr PF of
10 has been suggested but the way PF changesisiitis still unclear. However, the basic princigeshown in
Fig. 6.2.
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B.A. | ALARP [ Intorelable

Increasing Risk
Figure 6.2. Change of proportion factor with risk.

Within the Broadly Acceptable region, providing BHomply with relevant good practice, additionalN®iRare
assumed to be not reasonably practicable implyirfgfFFaof zero. However, if there are obvious and phea
measures that could be taken they should at leasbisidered.

Case specific ALARP demonstrations should only &gsel on the societal risk from a site and not tuéetal
concerns.

HID believe that there may be a number of site ifipeissues which should be taken into account g t
assessment team. These include the presence dfat@sp significant numbers of children or theezlgl. Here,
difficulties in organizing and evacuating theseup® means there is an additional risk factor taaken into
account. Also, due to factors such as physiolotatesof health, etc., people in these groups msy aé more
vulnerable to the effects of the hazard. The assessteam may decide that the presence of thespgaalls
for an increase in the societal risk based grasardportion factor (i.e. an increase in PF).

6.4. Guidance on lines of defense analysis

Arguments that risks have been reduced ALARP bagesh “strength in depth™ concepts such as Layers of
Protection (LOPA) or "Lines of Defense™ may be usgdompanies in making demonstrations that allsuess
necessary have been taken. Some research is belegaken with Vectra/HSL with a view to guidance.

6.5. Demonstration frameworks
Flowsheet approach

HSE choose not to be prescriptive on how demomstiimthat all necessary measures have been takeiddhe
made, but one way of approaching this is set dowthe attached flow sheet at Figure 6.3. This neeEsumes
that the risks are not intolerable.

Stepwise approach

Alternatively, it has been found that some Duty déwk have used the following stepwise approachs Thi
approach assumes that the risks have been showe to the "tolerable if ALARP" region and that asea
specific ALARP demonstration is required:

1. Identify controlled substances, their inventoriad &cations. Show the local environment includamg
and offsite populations that may be affected artkrohazardous installations (including those at
designated domino effect sites) that might be sty major accidents or be initiators of a major
accident. Show that the required measures areast, [to current authoritative good practice.

2. Identify all major accidents and develop a qualitaiew on the significance of each one. In tightli
of the view on the significance of all the idergdi major accidents, choose a representative stdyset
detailed consideration.

3. Refine the prediction of the hazard range andkidihood, for each event in the chosen represiematat
subset.

4. Refine the prediction of the consequences, for eagmt in the chosen subset, including estimates of
the number of fatalities, major and minor injuriesnan and damage to the environment, and develop a
view on the extent of lesser harms such as magbnanor injuries to persons.

Models and Techniques for Health and Environmental Hazard Assessment and Management



Overview of Major Accident Risk Management | ssues 399

Show the consequences and the likelihood, for emeht in the chosen subset, on a suitable matrix or
fN plot (with suitable error bands).

Divide the area of the matrix (or plot) into 3 banfbroadly acceptable risk, tolerable if ALARP,
intolerable risk) and calibrate these bands agaitigria. Suitable numerical criteria for indivialurisk

are set down in R2P2.

For intolerable risks immediate action should Hestato reduce risks. For those events in the byoadl
acceptable region a comparison with relevant stalsdshould be appropriate. For those events in the
TIFALARP region look at the major accidents in atjgallar consequence band and select the ones
with the highest frequencies.

For these, determine what additional risk reducti@asures, beyond relevant good practice standards,
(software as well as hardware) may be implemented.

Implement these measures unless a reasoned argisnpeesented showing the costs to implement this
scheme are grossly disproportionate. Argumentscbagen “strength in depth” concepts such as Layers
of Protection (LOPA) or "Lines of Defence’ may lsm=d when these have been developed sufficiently.
Where the risks have been assessed as high, thef fenal cost benefit analysis may be required to
test the cost-benefit balance for the prospectweedial measures.

10. Reuvisit step 7 for lesser consequences and contintiigoroportional demonstrations are made.
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Figure 6.3. ALARP demonstration flow sheet.

6.6. Guidance on proportion factors
Work by RAPU and ESAU
The starting point for VPF was taken to be the DHifare of approx. These were 2 x DETR for deatiosnf

cancer and 3 x DETR for some aspects of railwagtgalft is HID OPU4’s contention that the values2find 3
represent proportion factors (PF) similar to thdescribed in Section 8F earlier.
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The paper also examined the implied ratios of GP¥RF in a number of CBAs (and RIAS) carried oubpto
the implementation of a number of sets of regufeio

DNV Offshore Guidance

The document "A Guide to Quantitative Risk Assestrf@r Offshore Installations" prepared by DNV indes
some guidance on gross disproportion and the \alatatistical fatalities.

Section 25.8.3 of that document states:
"The necessary degree of disproportion is generallysidered to be low near the negligible criterion
rising to in effect infinity at the maximum toledalrriterion"; and
"In the UK NRPB (1986) criteria, factors of betwekand 15 are used, depending on the individukl ris

Section 25.8.5 of that document gives a numbexaifiples of expenditure on RRMs and concludes Heagtis
general agreement that the PF should range betivaad 10.

7. Risk acceptance criteria on the level of industriainstallations

7.1. Risk acceptance criteria for quantitative analyses

This type of Risk Acceptance Criteria (RAC) is mostmmonly used in relation to overall risk studieshe
conceptual design, in engineering phases and iogheations phase.

Requirements stipulated in standards, specificatiprocedures, etc. which are necessary to achimeptable
safety, should not be interpreted as RAC. Howesgeh requirements will be important premises iatieh to
the risk analysis in order to achieve an acceptabid of risk.

The RAC may be subdivided in categories accordimg® the purpose and the level of detail of thelysis:
- Quantitative RAC for quantitative studies.
- Risk matrixes and the ALARP principle.
— Risk comparison criteria.

Some examples of decision support contexts intehvtisk analysis may play a role can illustrate¢heice of
RAC:

- In relation to decisions regarding the overall @pens of an installation, the total risk potentials to
be considered. The RAC that are relevant will Uguaé quantitative (for example FAR values) or
semi-quantitative (such as risk matrix).

— One overall risk value is preferable for instanmethe comparison of two alternative field develemn
concepts, with respect to risk for personnel. PLAynin these circumstances be suitable, as this
criterion also allows for different manning levéds the options being considered.

— Risk analysis or safety evaluation is often perfednas one of the inputs for design developmentinvith
an engineering project. Changes to the designusilally imply changes to the risk picture. The RAC
should be formulated in such a way that these atmmgay be registered. Use of criteria related to
impairment of safety functions will enable calcidat of how the impairment frequency is changed
according to design changes (e.g. in connection reibcation of equipment).

7.2.Relevant aspects in relation to choice of riskcceptance criteria (RAC)

The use of the RAC will always influence stronghe tselection of the type of criteria. Quite oftemflicting
interests are involved. On one hand the RAC maydmred as basis for decisions on risk reducing tness
both in engineering and operational phases. Omwttier, the criteria should enable comparison ofrigielevel
with other types of risk.

The table 7.1 illustrates some of the importaneatgpin choosing RAC and how these may be in.
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Table 7.1. Some of the important aspects in chgdRikC.

Aspect Advantages and disadvantages of particular criteria
Suitability for decision Risk acceptance criteria that are simple to usedacision-making process are
support often precise and associated with particular fegtaf an installation or an activity.

Such RAC are suitable for measuring the effectsif reducing actions and other
changes to design or operations.

Adaptability to Adaptability to communication implies how the ria&ceptance is interpreted ang
communication understood among all involved parties: Those thaeaposed to the risk, the

« Easy to understand |management of the company, authorities, the pulilic,A message may be

for non-experts. transmitted easily if the RAC are easy to underst@mn the other hand, acceptarce

» Comparison of risk |criteria which appear easy to understand may reptes oversimplification if the
with other activities. |decision problem is very complicated or difficidtunderstand. Risk acceptance
criteria that are easy to understand may be amhbigdaoe to a low level of
precision.

Risk acceptance criteria that express a sociatamision will often enable
comparison with other activities in the societycBRAC are often related to
parameters that belong far out in the event sequénch as fatalities).

Unambiguity Unambiguous RAC are often precisely defined wigpeet to calculation of risk
* Precision « System |and to the applicable system limits. They are ugunt subject to extensive
limits « Averaging averaging and will therefore rarely be misunderdtoo

Concept independendRisk acceptance criteria that are concept indepdni# not favour one particulal
concept solution but be neutral in relation to saathoice.

—F

Uncertainty Risk parameters that are far out in the event semuwill often involve the higheg
degree of uncertainty. Estimates will have to beleriar each element in the evept
sequence, implying the most extensive computationeértainty for the last
elements. On the other hand, these risk parameteress the highest level of de
and will therefore often give the best basis farisiens.

The parameters most commonly used as RAC are disdus the following subclauses in relation to do@lity
parameters outlined in the table above. Firstis@ahe of these quality criteria are discussed eerdetail.

7.3. Popular risk measures
Fatal Accident Rate (FAR)

The FAR value expresses the number of fatalities 18 million exposed hours for a defined group of
personnel. The FAR is often used as a risk param8g&veral variants are used, mainly reflecting hbe
averaging of the risk level is done.

The FAR value for an entire installation is notysuitable for decision support with respect tdeetfon of the
effect of risk reducing measures. This is due ® dleraging over all exposed personnel, which méaaits
limited effects usually will disappear almost egltyr (Area FAR is more suitable in this context).

FAR for an entire installation will favour a con¢epith high manning level in a low risk area, thgyemplying
that the risk level may be high in some smalleasr@ithout necessarily showing an effect on the FéRan
entire installation.

FAR for a group with unformed risk exposure
The Group-FAR is the expected number of fatalipes 100 million exposed hours for the group in does

More suitable than FAR for an entire installatibecause the group FAR averages over a smaller muofibe
positions.
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FAR for a physically bounded area

The area-FAR is the expected number of fatalitexs1®0 million exposed hours in a physically bouhdeea.
Better suited for decision support than PLL, f-Nwas, IR, FAR for an entire installation and grdegR due to
its focusing on one specific area on the instaltati

Individual Risk (IR)

IR is the probability that a specific individuabffexample the most exposed individual in the patiah should
suffer a fatal accident during the period over \hite averaging is carried out (usually a 12 maquettiod). It is
often difficult in practice to calculate the riskvel for a specific individual and the calculaticare therefore
often carried out for an 'average individual'. IRl when be proportional to the group FARor a single
individual (average individual) it is relatively Weuited for decisions relating to actions thatynadfect such an
individual, because the effects will be explicithflected. It is relatively simple to comprehend fon-experts
and relatively easy to compare with risk for othetivities as long as the risk level is expressadaf single
individual. Like the other risk parameters relatittg personnel IR will be associated with relativdligh

uncertainty as the entire accident sequence nedus quantified.

Loss of Main Safety Function (LMSF)

The frequency of loss of the main safety functienthe frequency of AEs that lead to impairmenthef main
safety functions. Typical main safety functions aseape ways, evacuation means, the main suppactuse
and the control room function.

LMSF represents a typical design related criterivhjch is well suited for decision-making on teatali
measures. Better than the escalation frequenarioritin the operations phase because non-techmieasures
may also influence the frequency of loss of maifetyafunctions, probably with a higher uncertaititvan for
technical measures.

The term loss of main safety functions is relagvehsy to understand for non-experts, but requrgmod
definition of how the main safety functions mayibwgaired. It is not suitable for comparison of riskh other
activities.

The main safety functions and their required furiity have to be defined separately for eachalladion.
Moreover the defined main safety functions will bato be accurately determined, in relation to which
circumstances and loads that will imply loss of filmection.

Risk matrixes

The arrangement of accident probability and cowadmg consequence in a matrix (see Fig. 7.1) mayab
suitable expression of risk in cases where many #&gsnvolved or where single value calculatioulifficult.
The matrix is separated into three regions asviaio

- Unacceptable risk.

— Acceptable risk.

A region between acceptable and unacceptablewiste evaluations have to be carried out in order t
determine whether further risk reduction is reqaiioe whether more detailed studies should be diosteof all.

Increased Unacceptable risk
probability
Evaluate further attention
Acceptable risk

Increasing consequence —

Figure 7.1. Risk matrix.
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The limit of acceptability is set by defining thegions in the matrix which represent unacceptalbie a
acceptable risk. The risk matrix may be used faalitative as well as quantitative studies. If prioifity is
classified in broad categories such as 'rare'’ &mjuent’ and consequences in ‘'small’, 'medium' and
‘catastrophic’, the results from a qualitative gtuday be shown in the risk matrix. The definitioh the
categories is particularly important in case oflqative use.

The categories and the boxes in the risk matrix iayreplaced by continues variables, implying d ful
quantification. An illustration of this is shown kig. 7.2.

Unacceptable region
= \\\\\\ . \ .
= S Evaluate further action
Acceptable region
>
Consequence

Figure 7.2. Risk matrix like presentation with donbus variables.

The upper tolerability limit (Figures 7.1 and 7i®)almost always defined, whereas the lower lisindividual
to each individual risk reducing measure, dependimgvhen the cost of implementing each measurerbeso
unreasonably disproportional to the risk reducifigot.

f-N Curves

The f-N curve (f = frequency, N = number, i.e. m@asnent of consequence) expresses the acceptsiblevel
according to a curve where the frequency is depende the extent of consequences (such as number of
fatalities per accident). The acceptance limit fbayadjusted according to the resource, which isgeg. The f-

N curve used as an acceptance limit may reflektaigrsion to major accidents (with multiple faiak), if the
product of f and N is decreasing with increasingrNe calculation of values for the f-N curve is alative, i.e.

a particular frequency relates to 'N or more' fags. Figure 7.3 presents an illustration.

The f-N curve may be used in relation to risk ataepe for personnel, environment and assets.

T T ___—— Acceptance criterion

-
Risk curve AN T

Frequency, f

Number of fatalities, N

Figure 7.3. f-N curve.
ALARP - principle

The ALARP (see Figure 5.1) principle is sometimeghe industry used as the only acceptance primcpd
sometimes in addition to other RAC.

The use of the ALARP principle may be interpretedsatisfying a requirement to keep the risk leagllow as
possible’, provided that the ALARP evaluationsextensively documented. The risk level should lteiced as
far as possible in the interval between acceptabteunacceptable risk. The common way to determims is
possible is to use cost-benefit evaluations asstfasidecision on whether to implement certain risucing
measures.
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The upper tolerability limit (see Fig. 5.1) is alstcalways defined, whereas the lower tolerabilityitl is
sometimes defined and is in other cases left unddfi The lower limit is individual to each indivaurisk
reducing measure, depending on when the cost ofememting each measure becomes unreasonably
disproportional to the risk reducing effect.

The ALARP principle used for risk acceptance islapple to risk to personnel, environment and asset
Comparision criteria

This type of criteria is suitable in more limitetdidies which aim at comparing certain conceptobrt®ns for a
particular purpose with established or acceptedtipe

The formulation of the acceptance criterion in tositext may be that the new solution should nptagent any
increase in risk in relation to current practice.

Examples of comparison criteria are:
— Alternative design (or use of new technology) foe fwater system should be at least as safe as
conventional technology.
— The risk level for the environment should not bghleir compared to existing solution.
— Alternative solution should be at least as costatife as the established practice.

This type of RAC is also suitable for risk to persel, environment and assets.

7.4. Other aspects
Establishment of an acceptable level

The level of precision in the formulation of the RAwill depend on the need for input to decision-mgkRisk
analyses will be carried out on different levelsdetail and in different lifecycle phases, for lied specific
decisions and for complete installations. The atzoge criteria must be suited for covering suchagdation.
Risk acceptance criteria will have to be used éomsistent way for all activities within an opengticompany.

The RAC should be at a level where there is a redse balance between ambitions as to continuous
improvement, defined safety objectives and techmolonprovements on one hand and what is realistic t
achieve on the other.

Safety objectives

The safety objectives should as far as possiblexpeessed in a way which allows verification offifihent
through an ALARP evaluation. Long and short terfietyaobjectives form the basis for further devel@minof
the safety level and the tightening of the RAC asskement of the continuous improvement processthed
Health Environment and Safety management.

Updating of RAC

Itis required that the RAC be updated accordintpéodevelopment of the activity as a whole, ineorithat these
criteria remain an effective means to achieve therall safety objectives. Whenever the safety dbjes are
changed, it must be considered if the RAC shoudd &k judged. It may also be necessary to updat®AC
according to the development in analysis methodglaata bases and technology. The RAC will theeefor
change over time and through the different lifeeyahases.

If the safety objectives are reached, this mayesgmt a significant reduction of the risk in thévdty and may
therefore call for revision of the RAC. Such a sémh may imply that AEs that initially were not s#ified as
dimensioning, may be re-classified at a later stegyjbeing dimensioning for the activity in question

Prioritizing of risk reducing measures

The overall principles for prioritizing risk redungy measures imply that reducing probability of deaits should
be favored over reduction of consequence whenéneis technically, operationally and economicédigsible.
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This implies that the choice of technical, openagicand organizational risk reducing measures shoelgiven
the following priorities:
a) Probability reducing measures, in the followamder of priority:
— Measures which reduce the probability for a hazasdatuation to occur.
— Measures which reduce the probability for a hazasdatuation to develop into an AE.
b) Consequence reducing measures, in the follomidgr of priority:
— Measures related to the design of the installatmigad bearing structures and passive fire
protection.
— Measures related to safety and support systemsaiwe fire protection.
— Measures related to contingency equipment and rogenticy organization.

7.5. Use of risk acceptance criteria (RAC) in lifecyclgphases

The petroleum activity may be divided into differdifecycle phases. The use of RAC and risk analys#l
naturally vary according to which phase of the\aigtiis being considered. The approach to evaluatban
entire platform is, for example, quite differendrin the approach to evaluation of a single operation

7.6. Conceptual design and engineering phases

Use of risk analysis and associated RAC is an itapotool for establishing desigmiteria and making related
decisions during the design process. It is impartanestablish design criteria as early as possibléhese
phases. The following three main elements in thieg@ss. Should be identified:
— Technical requirements and specifications (i.e.dpod specifications, economic premises and
requirements, technical specifications, operatipnamises).
- Environmental loads and assumptions regarding ext@mvironment as well as working environment
(i.e. loads related to wind, waves, earth cradghtihg, rust, erosion, etc.).
- Accidental loads and safety requirements (i.e. RACelation to personnel, environment and assets,
loads, functional requirements related to safety @mergency preparedness including vulnerability an
reliability).

Feasibility studies and concept evaluation

The concept evaluation phase requires that quanétRAC have been established. Coarse risk asssgsrare
often performed during the feasibility study phdeerelation to technical and economic potentialsl an
limitations. Detailed QRA are usually not expectdaring the feasibility studies, but at least a gaale
assessment of safety aspects should be part tdabbility studies.

Relatively detailed QRA is thereafter required éation to quantitative RAC for personnel, envir@mhand
assets. These studies will consider the alternatbreepts and conclude on their potential to meetRAC.
Critical aspects (operationally or technically) slibbe identified to the extent possible in orderestimate
necessary cost in relation to meeting the RAC dratee realistic basis of comparison.

The RAC to be used should apply for the install&ion normal operation. The uncertainties arisirgmf
assumptions about operational conditions as welfr@® calculations and experience data will havebé&
considered in relation to the RAC.

Generally through the engineering process andriticpéar during the definition of design requirengrdetailed
risk analysis may be used in order to determineatiiity to meet the design. The results of theatlied studies
should be used during the decision process in tiyineering phases and will finally be integratetbithe
detailed updating of the conceptual risk analysften called a TRA. It is recommended to carry suth a
detailed risk analysis for personnel, environmet assets as part of the detailed engineering phaseder that
this analysis may be used actively in the decisi@king process in this phase.

This means that the de-composition of the safetlyeanergency preparedness requirements down tegstam
and component level has to be carried out duriegetiigineering phases. Comparison with RAC shoillcbst
used in order to ensure that measures are adoptédose areas where they are most efficient. ALARP
evaluations should also be used during this deasisiaking process.
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7.7. Operations phase
Normal operation

Regular activities which are required in order pe@te an installation are all considered as noopefation.
This will usually include maintenance and inspeatimd the implied activity level.

The risk level in the operations phase is usualfyraction of the design and the technical, operaicand
organizational premises that were establishedhferoperation. The same applies to the RAC agaihithathe
risk results were measured.

The design of the installation will normally lintiie extent to which risk reduction in the operaighase may
be achieved, even though a program for continuissreduction is required. Such limitations willuadly not

exist to the same extent for the design of newall&ions. Risk acceptance criteria for new instadins may
therefore not automatically be valid for existimgtiallations.

Risk during modification work

Modifications are usually carried out while thetaiktion is in normal operation and will therefdraply an
increase of the activity level on or around thetdliation during a period which may be short or serat
longer. Risk analysis should be used in order guenthat the modification work does not in itdaiply an
unacceptable risk level.

8. Glossary

Risk Criteria

Risk criteria. Risk criteria is a general term which refers tondtds which represent a view, usually that of a
regulator, of how much risk is acceptable/tolerableey fall into at least two categories:

(a) comparative or equity-based, where the standawhat is held to be usually acceptable in norlifa) or
refers to some other premise held to establistxpaatation of protection;

(b) cost/benefit based where some direct compaiisonade between a value placed on the risk ofynju
detriment, and the cost and risk-reducing efforp@ventative measures. This form of criterion malgte
the comparison not to the overall benefits ands;ashich may be very difficult to establish, buttte
benefits and costs of an increment of risk redactio

The theory of tolerability combines equitable amdtcand benefit based criteria. The ALARP criterisn
cost and benefit based.

A third type of criterion is sometimes referreda (c) "technology based". This essentially refl¢be idea
that a satisfactory level of risk prevention isaatéd when relevant best, or good, practice, @tésof the
art" technology is employed. Such approaches arstriotly risk criteria but regulatory norms, thghuthey
are often in practice combined with cost and bénedised criteria as in the principle of reasonable
practicability, or of "best practicable means", nittle used.

Negligible, Acceptable, Tolerable and UnacceptabRisk

These terms refer to levels or ranges of estimagdwhich are presumed to call, or not to calk, forther
measures of control. For some hazards, notablyazardous properties of chemicals, there are segaps in
the data on which reliable numerical estimatesdsif can be based. In these circumstances expeayement is
often applied to produce a consensual view asdemable and tolerable risk.

General risk standards used by regulators, sucth@se discussed below, refer to risks to statistira
hypothetical persons, though they are usually édrivom actual experience.

Negligible Risk.Negligible risk refers to a level of risk, usuafiyesumed to be below 1 in a million per annum
and perhaps much lower, of seriously adverse camsegs occurring, where no thought is given torthei
likelihood in the conduct of normal life, thoughepaution (as against lightning) may have been takea
prudential measure and will almost certainly bestain case of peril.
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Acceptable RiskAcceptable or "broadly acceptable” risk is normédiken to be a risk, perhaps in the region of
1 in a million of a seriously adverse occurrenchere the conduct of life is not affected providedttwe
are in fact satisfied that reasonable precautioasraplace. The risk is in other words noticed &egt in
mind but not much further examined unless perilesupnes. The term "broadly acceptable” is used as
denoting that the risk, though definite, assimiate the "background level" of risks we accept ag pf
daily life.

Tolerable Risk"Tolerable Risk" refers to the range of risk levelsich is deliberately run on a regular basis for
a benefit. The strict definition is "a range ofkrithat we do not regard as negligible or as somgthie
might ignore, but rather as something we need &p kender review and reduce it still further if saslwe
can". For a risk to be "acceptable" on the otheiddh@eans that for purposes of life or work we asppred
to take it pretty well as it is.

Unacceptable Risk'Unacceptable Risk" is a risk which is beyond timacceptable region of tolerability. and
unless there are special reasons a risk regulaiatemand control to bring the risk below this é&vor will
refuse the activity. The main special reasons faggalator accepting risks above the tolerabiktyel refer
to risks that are evident, and knowingly borne blatively small groups of people; and to risks take
times of a safety emergency or for the securitysofiety and the State. In general, risks which are
voluntarily borne for purposes of personal pleasurbenefit are beyond the scope of regulation.

The levels of risk considered "tolerable" or "uregm@ble" for any democratic society are subjectht®
democratic process and could vary according totleeall benefit which society as a whole might Been

the running of any particular risk. The HSE documeérmhe Tolerability of Risk from Nuclear Power
Stations (ISBN 0 11 886368 1) proposed levels whithregulators would apply, in the absence of any
contrary judgement by society, to event-based nigksse probabilities can be ascertained. Societyhes
such decisions - not always in an ordered fashtbnough its democratic and judicial proce$ses

Individual Risk. Individual risk is the risk of some specified evemt agent harming a statistical for a
hypothetical) person assumed to have representataacteristics. That does not mean that he neeahb
"average person”, though a particular pattern dil®our will be assumed for him. He may be the @ers
who is most exposed to the hazard e.g. a persomaskto be camping long term at the perimtsiase of a
hazardous planip which case the chance of death or serious injurgdse e.g. of a major explosion) could
be numerically equivalent to the chance of the @siph itself In other cases, e.g. that of a toglease, the
probability of serious injury to any representatimdividual is likely to be at least an order of gné&ude
lower than the chance of the release, because dffllnence of such factors as wind direction.

Calculation of the risk to a representative indidtenables "aiming off for others and gives som&for
judgement in answering questions such as "Whéieiglegree of risk to me and my family from an aeoid
at X plant". It can enable verification whether filant meets some specified risk criterion. Sudferga can
also be expressed in terms of the chances of inguryitical groups, and calculations can be manteHat
purpose. "Individual risk" is not the same thingiak to some identifiable person.

Societal Risk:This is the risk of widespread or large scaleignt from the realization of a defined hazard, the
implication being that the consequence would besuch a scale as to provoke a socio/political respon
and/or that the risk (i.e., the chance combined whie consequence) provokes public discussion snd i
effectively regulated by society as a whole throitglpolitical processes and regulatory mechanisush
large risks are typically unevenly distributed,aas their attendant benefits. Thus the construaifos dam
represents a risk to those close by and a bemefiidse further off, or a process may harm somardut
generation more than the present one. The disiib@nd balancing of such major costs and benifits
classic function of Government, subject to publacdssion and debate.

Major societal hazards can include danger fromdiog, chemical complexes or nuclear plant. It is
legitimate to include in this category any risk ahicould affect large populations of people or eaus
widespread damage to the environment, even thosigtillagenerally be the case, individual risk maydi
relatively low levels and the risk of the eveneifgemote.

Societal risk is a complex and difficult concepthdasome doubt its utility. Others think that thiea
requires elucidation more than any other, involviag it does or should major questions of public

2 For a discussion of this point, see the Reporefinkley Point Inquiry, Vol 4, pp 1059-1065
ISBN 0 11 412955 X
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investment, e.g. in alternative sources of enefdne main difficulty in valuing a societal risk iket non-
comparability of some of the elements that couldiimciple be included. The assessment of particula
societal risk would at least involve the study ariges of events each with a range of possible méspthe
risks attaching to each needing to be isolatedcamdpared. The summing or integration of such risks,
their mutual comparison, may call for the attribatiof weighting factors for which at present no grafly
agreed values exist, as e.g. between the assursetbcsociety of an immediate death as againsiayee
death; or of major injuries or other harms as agjaileaths. In these circumstances the levels adrtainty

in the calculation remain very large. The attengpstructure and weigh the risks, as with all fowhsisk
assessment, is nevertheless an advance on crugdepemns that tend otherwise to remain unexaminesl:-
e.g. that a delayed death has the same value st"'@®an immediate death.

Risk Aversion.Risk aversion is a presumed general tendency ¢b Wi avoid or reduce or reduce certain risks
more than others and hence a willingness to pay rfarthis than in the case of familiar or lesseatied"
risks. A risk aversion factor is an allowance méatesuch presumed aversion when putting a valuation
the benefit of risk reduction.

Risk AversionFactor. A risk aversion factor is an allowance made farhspresumed aversion when putting a
valuation on the benefit of risk reduction. It Hasexample sometimes been assumed that thergasexal
aversion to death from cancer as opposed to otheses, or to forms of risk over which an individhak
less or no control or which are unfamiliar.

Cost and Benefit Analysidt is usual to attempt a cost and benefit analpsfore embarking on any extensive
investment in health safety and environmental [@iow, such as a new regulation. The Health andiysafe
Work etc Act 1974 embodies the principle afedsonable practicability which legally implies a
computation in which the "quantum of risk" is wedghagainst the "sacrifice (whether in money, time o
trouble)" involved in averting the risk. If howeviélis shown that there is a gross disproportiotwieen the
risk and the sacrifice, the legal duty to takeatis discharged. In layman’s terms, the provisiegarding
"gross disproportioh implies at the least a need, if the risk is digant and having regard to the extent of
any uncertainty, to err on the side of safety im ¢bmputation of safety costs and benefits. Siheentain
outcome of realised risk is death or personal ypjauch computations require a financial valued@laced
on the prevention of death, personal injury, pgitef and suffering. The same requirement is inipiicthe
"ALARP" principle which requires, where it is applied, that risksds&ven down as low as reasonably
practicable. The ALARP principle may be taken fdkr @ractical purposes as indistinguishable from
"ALARA" ( so far as is reasonably achievable, which siiplies in radiation protection) and from the
injunction "so far as is reasonably practicabl&SHAIRP"). All these injunctions are taken for purposes of
regulation to mean that the cost of each increnhemiaortunity should be set against the presumertfite
in terms of the avoidance of injury.

Such implicit costing are rarely made in relatiordfly to day hazards, since most safety provision ferms

of the adoption of standard good practice or thkintary pursuit of best practice, taking advantage
technological advance. (It is in this sense thatgtinciple of "reasonable practicability" can keddhto be in
part "technology based"). In the case however gbnmiavestments in safety measures, new regulatiand
sometimes in determining action following formaskiassessment, computation of this kind is a normal
procedure. For certain hazards which are reguldiedigh a safety case regime, an explicit demotistr f
ALARP may be expected in the safety case, thougmeoessarily a full cost benefit analysis.

Value of Life. Value of life is a financial value put on the lassated by the death of a statistical individaal f
the purpose of conducting cost/benefit analysigretit assists in valuing the benefits of safetygion. It
is not to be confused with the value society or ¢barts might put on the life of a real person loe t
compensation appropriate to its loss. Technicallgan be defined as "the average value of reducing
marginal risk of death at around the 1 in 10.000gmeum risk level, expressed as an expectatiareVal

There is currently no overall consensus on theevaliua statistical life; a wide range of values basn
proposed. In the UK, it is conventional to adoptadue of £750,000 per presumed death. The values in
current use are based on the aversion of individtalrisk as calculated from their expressed ofiadp
willingness to pay to secure marginal reductionssks. In cases where the risk to society is latigeugh
small to any one individual, and where therefos&giare often hard to estimate, a multiplier maggied

to the value of life which inter alia stands asraxg for the additional losses or damage involwedarge
accidents, where these cannot be directly estimablder reasons sometimes deployed for applying a
multiplier are

1) to take account of a presumed public aversion toqpdar risks, or
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2) to take account of forms of inequity in the distitibn of risk or harm.

There is no current consensus on values for migtgl

Precautionary Principle.The "precautionary principle" is used principaily the control Precautionary of
environmental risks to express the proposition iatre the analytical basis for assessment oligigleak,
the lack of full scientific certainty should not ised as a reason for postponing cost effectivesunea
particularly where there are threats of seriousreversible damage. Its application to environraépblicy
in the UK derives from a statement by the Goverrrasrfollows:

"where there are significant risks of damage toeheironment the Government will be prepared te tak
precautionary action to limit the use of potengialangerous materials or the spread of potentially
dangerous pollutants, even where scientific knogédd not conclusive,if the likely balance o€osts and
benefits justifies it*

Vorsorgeprinzip.The German concept known as the "Vorsorgepringipillarly represents an idea of acting to
reduce risk in advance ofcamplete scientific understanding, by extension of evideand in the exercise
of reasonable foresight. The idea of reasonabledigebility includes certain elements of the
Vorsorgeprinzip; since in practice it is a combioatof seriousness and uncertainty attaching toesogks
which justifies the application of the concept gfdss disproportion” in determining what controlaseres
might reasonably cost. The idea of the "foresegbibf harmful consequences has always been reglard
as an essential element in determining whethehdurineasures of control are "reasonably practitable
Similar principles apply to ALARP.

However, none of these ideas can be held to juidytaking of expensive precautionary measuresavhe
scientific or practical justification for the exésice of a hazard or the extent of a risk is nelsutodacking.

It is a principle of health and safety regulatitiattaction should always be based on an ascertatnofie
hazard and be proportionate to the apparent eafaigk taking into account the cost of remediakisires.

BATNEEC. "Best available techniques not entailing excesso&" is a risk criterion applied in environmental
regulation and which combines a demand for "besttpre" with a concept of reasonable economy thits f
short of an estimation of cost and benefit. Thigesps to differ in principle, though not necesgaréry far
in practice, from "reasonable practicability”, aisdprobably classifiable as a modified technologgdx
criterion. In its application, BATNEEC does not éed on a view that there can be only one form of
relevant "best practice"; the technology referredrust be generally accessible; and téren is held to
apply indifferently to plant, processes and managierystems. Economic considerations can be applied
where the cost of applying best available techriqweuld be "excessive in relation to the naturehef
industry and to the environmental protection tabkieved".

Risk Control And Risk Management

Risk Priorities. The outcome of a risk assessment is usually amifd@tion and prioritization of those risks
which matter most, with a view to their reductiorhexe this is reasonably practicable and to the
introduction of a scheme of risk management meadailored to the priori ties.

Another outcome may be a classification of thegigko predetermined categories each of which has a
specified set of control measures allocated tohits is fairly general in the field of situationdks, and is
often applied where risks e.g. from chemicals onegeally modified organisms are inherent in their
availability on the market. Such predetermined tomrpackages”, which for example include contimisr
packaging labelling and carriage, will often extedndthe degrees and types of precaution to be thken
those who handle them, to modes of containment@nelevant hazard Information and warnings to siser

Risk Comparison.A third outcome of a risk assessment may simphabmmparison of the risks for any of
several purposes:-

(a) to balance the risks, so as to optimize their rédnand control. Thus for example, it would beuse
having a very strong room with a weak lock on tberg the risks of entry and loss relate mainlytie
weak feature. To optimize control measures withigiveen level of expenditure it would be better to
have weaker walls and a stronger lock. Such "balghoutcomes are common and very useful in

3 Sustainable Development. The UK Strategy. HMSO41ISBN 0-10-124262-X
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designing an engineering complex such as the dpgranvelope of a nuclear plant.

(b) to enable "best risk options" to be considered. Mioe example chemicals are banned or subjected to
strong and expensive control measures, it may lp@itant to ensure that the probable substituta is i
fact less risky. This is another form of risk optiation, i.e. of efficient risk control.

(c) to decide the priority in which particular harmagdents need to be tackled.

Risk Managementln all these cases the ultimate object is the mament of the Risk risk. Risk management
involves applying a set of measures relevant tardiqular set of significant risks and intendedréstrict
and maintain risks within tolerable limits at profionate cost, a definition which most obviouslis fthe
case where a set of measures has to be tailor-anatirioritized, but is of more general applicatidhe
set may include measures developed to reduce tesksitigate consequences or to review or monigkyr
situations and the outcomes of measures taken llggusk management measures may be aimed priynaril
at optimising or balancing the risks, ultimatelyttwan aim to net reduction and more efficient calntr

Risk Control. Risk control is a term sometimes used in partmadistry, generally those concerned with major
hazards, as a synonym for risk management, and thést professional risk controllers or loss coltrs
whose function is to manage particular sets ofrigte term however in its more general applicatafars
to the overall activity of identifying and limitingr managing risk of any sort, including the preetof risk
assessment during plant design. and to activitigslved in the management of risks of many différen
kinds, or to the activities of the professions iskrand loss control or those of risk regulators.applied,
the term includes a concept of achieving evenrnesisa distribution of risks (often therefore of gguand
of proportionality to risk in allocating expendias (i.e., considerations of priority, cost and ligndt will
be noted that the fact that a risk is under comtogls not imply that there is now no such risk.

Residual Risk.Residual risk is the risk that remains after effecimeasures of risk reduction have been taken.
No activity is risk free; even the banning of a drabus substance may result only in its substitubip
another agent that may be riskier. Residual riskowever usually taken to be the remainder of thle r
when any given risk has been reduced.
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